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I have been involved in the use 
of technology for various dispute 
resolution purposes for quite a 
long time – in fact, my first 
“online dispute resolution” effort 
was back in the mid-1980’s, to 
help coordinate a negotiation 
among parties and a mediator in 
Europe, Africa, and the United 
States – using telephones and 
fax machines. 
 
In the mid-1990’s, I began 
working with the National Mediation Board to integrate information and 
communication technology (ICT) into their work with the airlines and 
railroads in the US, and in the early 2000’s I began working with UMass and 
the National Science Foundation to investigate the impact of technology on 
dispute resolution processes. 
 
Within the past year or two we have, I think, reached a watershed moment.  
At one time, discussions of technology and dispute resolution were limited to 
a small number of practitioners and academics, but more recently there 
seems to be a realization that ICT has crept into the fabric of our social lives 
in a way that makes it impossible to ignore.  As I’ve said in many other 
forums, practitioners in the various channels of dispute resolution routinely 
engage in facilitating communication, helping the parties deal with 
information and data, and managing group dynamics.  All of these are core 
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functions of ICT, so it should be no surprise that technology has crept into 
our practice, and will continue to affect our practice as mediators. 
 
 
My central messages in this 
webinar are simple. 
 
First, it is very likely that all of us 
are using some form of 
information and communication 
technology in our current 
practices. 
 
Second, the fact that we are 
using technology affects the 
ethical standards that we have 
come to accept as guides to 
practice.  In this webinar I’ll 
focus on mediation, but it will be clear from our discussion that the use of 
ICT, and the ethical ramifications of that use, touch all kinds of third party 
practice. 
 
So, to begin, why do I say that we are all probably using technology now? 
 
At the recent ABA Section of 
Dispute Resolution conference 
one of the presenters asked the 
audience, “How many of you are 
using ODR technology to work 
with parties?”  Very few hands 
were raised, and they were all 
the “usual suspects” who have 
been working in the online 
dispute resolution (ODR) field for 
some time.  Then the presenter 
asked, “How many use the 
telephone?  E-mail?  Text 
Messages?  Google Docs?  
DropBox?  Skype?”  Many hands went up with each question – the point he 
was making, and the point I would make, is that we are all using online 
dispute resolution technology without acknowledging that we are doing so.  
Looking at this list, some of the technologies are very simple (and, like the 
fax, fast becoming outdated), but some are more complex (like document 
storage and text editing applications) and have the capability of really 
transforming the way we work with parties.  All have ethical implications. 
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The ethical standards I will use 
today as the core of this webinar 
will be drawn from six ethical 
statements published by various 
organizations to establish the 
basic ethical responsibilities for 
mediators in the United States. 
 
The AAA, ACR, ABA, and JAMS 
are probably all self-explanatory 
– I threw in two states (Virginia 
and Texas) because they are two 
states where I regularly practice 
and teach.  All of the ethics 
statements, or standards of practice as they are sometimes called, are 
available online: 
 
AAA 
http://www.adr.org/aaa/ShowProperty?nodeId=%2FUCM%2FADRSTG_010409&revision=lates
treleased 
 
ABA 
http://www.americanbar.org/content/dam/aba/migrated/2011_build/dispute_resolution/model
_standards_conduct_april2007.authcheckdam.pdf 
 
ACR 
http://www.acrnet.org/uploadedFiles/Practitioner/ModelStandardsofConductforMediatorsfinal0
5%281%29%281%29.pdf 
 
JAMS 
http://www.jamsadr.com/mediators-ethics/ 
 
Virginia 
http://www.courts.state.va.us/courtadmin/aoc/djs/programs/drs/mediation/soe.pdf 
 
Texas 
http://www.txmca.org/ethics.htm 
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From the various ethics 
statements I have pulled out 
fourteen standards that occur 
either in all of the statements, or 
in some of the statements.  (The 
number in brackets to the right 
of the items represents the 
number of ethics statements on 
which the item appears – from 6, 
or all of the statements I 
surveyed, to 1, mentioned only 
one of the six standards.)   
 
All fourteen are affected by the 
use of technology, but the four 
items with an asterisk are the 
items I’ve chosen as our focus 
today – there simply isn’t enough 
time to talk about all of them in 
one webinar. 
 
I’ll put very brief notes with the 
non-asterisked items – and 
perhaps we’ll have a chance to 
talk about them in more detail in 
later webinars. 
 
 
 
So, to get started, let’s focus on 
the four that, purely by my 
qualitative judgment based on 
questions asked in past 
interactions with practitioners 
seem to be the ones that are 
most urgent or most interesting. 
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The most common first question 
about ethics and technology 
seems to be, “How do I maintain 
confidentiality and the security of 
party information?” 
 
Questions about confidentiality 
and security fall into two broad 
categories.   
 
First, there are questions about 
what our general responsibility 
and capability is regarding 
confidentiality.  We have a hard 
enough time in the face-to-face world explaining under what conditions 
mediators can assert confidentiality, but adding technology doesn’t really 
change any of the conditions of confidentiality.  If, in a process labeled 
mediation, a party says something to a mediator in a caucus, out of the 
hearing/sight of the other party, it is likely that the mediator can assert the 
right to confidentiality.  That, I think, holds true for statements made (orally 
or in writing/text) in private or caucus sessions online.  I suppose it would be 
possible to argue that the very act of passing the information over an online 
communication channel is “publication,” but I doubt that argument would 
hold up. 
 
The second set of questions has to do, really, with the safety of information 
passed through online channels, regardless of whether the information was 
offered publically (e.g., in a mediation session with all parties present) or 
privately (e.g., just to the mediator in a caucus “room” online).   Not to 
belabor the point the questions tend to be something like, “how likely is it 
that my information will be ‘hacked’ and stolen by someone?” 
 
Before I address that question from a mediator ethics point of view, let me 
say that the honest answer is, in most cases, “not very likely at all.”  The 
likelihood that someone would, in the course of generally breaking into sites, 
obtain access to your information is small because of the sheer volume of 
stuff that’s out in the cloud.  Think about it this way:  If I randomly hack into 
information on the web I’m most likely to get grandma’s cookie recipe, a 
million pictures of my cat, or a video of a baby laughing.  There’s a lot more 
of that stuff out there than there is serious proprietary information.   
 
But there is a risk, and the risk escalates based on the platform or channel 
one uses. 
 
E-mail is the worst, least secure, easiest to accidentally misuse, and most 
likely to be “hacked” form of online communication.  Basically, you should 
not use it for anything you would not be willing to see on the front page of 
your local newspaper.  Just ask General Petraeus.   
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Cloud applications like Google Docs or Google Drive are open applications, 
which means that your data is mixed in with other people’s data, but you can 
password protect your information and you can control who sees it, and 
Google has a built in incentive to make sure your information is not misused 
or stolen – that reputation is why they are growing and taking over the 
world.  Just kidding.  A little.  And, of course, anyone at Google with Admin 
rights can get to information on their servers – but again they have a built in 
incentive to be very careful with that ability. 
 
What you could call “bounded cloud” applications are, arguably, even safer.  
I use a platform called Central Desktop – the info that I put there is on 
servers that are only used by paying customers of Central Desktop, and is 
SSL encrypted in addition to being password protected. 
 
Some web video/audio applications download and upload to servers as a way 
of processing the information they transmit, and some, like WebEx, do not.  
Some automatically make recordings of sessions that you can then access, 
and some only record if you request a recording.  Security of your 
communication varies based on these conditions and others related to video 
and audio on the web and on mobile phones.   
 
So, what does all this have to do with ethics? 
 
First, I think it is incumbent upon anyone using online tools to educate 
themselves about the realistic risks that parties take when they work online.  
You, as a matter of ethics, should understand how the technology works on 
at least a basic level, and you should make choices about what technology 
you suggest for use based on that knowledge. 
 
Second, you should carefully consider how you describe the risks to the 
parties.  There are always some risks, even with paper documents, and 
parties will always have to make choices about what venues and channels 
they are willing to use.  Your responsibility is to describe the risks and 
benefits to them in a way that allows for a truly informed decision. 
 
Regarding confidentiality and information security, all of the egregious 
breaches of confidentiality and security I have ever witnessed as a mediator 
came as a result of parties passing around paper that they should have not 
have shared, not from hacking or losing information online. 
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The ethical questions 
surrounding impartiality with 
which I have most often been 
confronted have to do with the 
role my own comfort with 
technology plays in my use of 
technology with the parties.  In 
short, is the fact that I’m partial 
to certain online tools unduly 
influencing me to push the 
parties to use them? 
 
I think the ethical imperatives for mediators in this area are for the mediator 
to be sure that both parties are equally willing to use whatever online tools 
(or ICT tools offline) are available, and that they have reasonably equal 
facility to use those tools. 
 
I’ve approached this problem in four ways: 
 

• Where possible I have a private conversation with each party before 
beginning mediation, during which I can talk with the parties about 
their comfort level, their computer literacy, and their interest in using 
ICT as part of the mediation process.  Usually it is possible to get a 
very good idea about the comfort level and the computer literacy from 
a short conversation, and it is possible to determine whether the use 
of technology is a subject that would be comfortable for both parties to 
discuss together with the mediator. 

 
• I usually conduct some “training” for the parties before beginning any 

use of ICT with their issue(s).  I put training in quotation marks 
because most often this training takes the form of an exercise that has 
no risk, but which has the parties using all of the functions of the ICT 
tools that I plan to use with them in the mediation process.  For 
example, to “train” parties in the use of online brainstorming tools and 
rating and ranking tools, I will have them go through a short exercise 
naming and ranking the greatest rock and roll songs of all time, or the 
best movies of all time, or some such topic.  By having a little fun and 
using the technology they become familiar with all of the functions and 
can use if for real issues without having to figure it out as they go 
along.  (I’m quite aware that “having fun” together is not possible for 
some parties, but it’s usually possible to craft some kind of low-risk 
use of the technology before beginning to talk about the hard stuff.) 

 
• Usually after the low-risk exercise, I do a second round of discussion 

to make sure everyone is still ok with using the technology – it’s 
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always possible to default to face-to-face or use a more friendly 
technology. 

 
• Finally, I monitor the parties’ use of the platform during the mediation 

and if I see that one party seems to be using it less or having some 
trouble with the platform, I will do a process check and perhaps 
abandon or adjust the technology. 

 
Again, the basic ethical responsibility of the mediator, I would argue, is to 
make sure neither of the parties is disadvantaged by use of technology, and 
to make sure that the mediator’s own preferences are not being pushed on 
the parties.  (I am aware that one of the reasons parties go to a mediator is 
to have a process expert help them decide how to approach their problem – 
in that sense, suggesting online technology is perfectly acceptable, as long as 
one does not cross the line to using technology for the sake of technology.) 
 
 
 
 
Another oft-remarked impact of 
working online, particularly with 
asynchronous text platforms, is 
the loss of non-verbal cues.  
Most of us know of Albert 
Mehrabian’s work from the 
1960’s (90% or more of the 
“message” in communication is 
non-verbal in nature), and we 
sometimes take that to mean 
that the use of online technology 
is inherently less desirable and 
less effective than face-to-face mediation.  We can debate that proposition in 
another webinar, perhaps, but I would note that my own anecdotal 
observation is that some of the posturing and confrontation that is endemic 
to labor negotiations seems to be blunted by working online, and the NSF 
research that we did regarding anonymity online seemed to suggest that the 
volume and variety of input in brainstorming is increased by the use of 
anonymous, asynchronous online tools.  And, of course, in mediation 
involving e-commerce, sometimes the use of asynchronous online tools is the 
only game in town. 
 
At any rate, Leah Wing and I have suggested, in ODR Theory and Practice, 
that the ubiquitous use of social media and the integration of online 
communication into all aspects of our lives suggests that we will begin to 
develop a “virtual interaction theory” that will address ways that social media 
users are finding to imbed emotion and subtext into text messages.  You can 
download a free copy of the chapter at this URL:  
http://www.mediate.com/pdf/wing_rainey.pdf 
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So, again, what are the ethical imperatives here? 
 
First, I suggest that it is incumbent upon the mediator to make sure that the 
technology chosen for use is in fact appropriate, and that there is no over-
riding need to be face-to-face in order to conduct an appropriate mediation 
session.  This relates to impartiality in that, once again, the use of 
technology should be a reasonable choice, made by looking at all of the 
factors at work, designed to work best for the parties.  In the same way that 
we can choose to do full face-to-face sessions, or shuttle diplomacy sessions, 
or facilitated sessions, or transformative sessions, we can choose, 
appropriately, to do sessions using ICT. 
 
Second, I think it is incumbent upon the mediator to develop and use 
appropriate online communication skills to ensure that the parties are 
working toward understanding (which is, after all, one of the primary goals of 
any mediation session).  Using summary statements, reality checking 
statements, asking follow up questions, setting clear expectations about time 
frames, and engaging in other practices designed to make sure the messages 
being sent by the parties are being understood is part of being competent to 
practice online, but it is also part of ensuring the quality of the process. 
 
 
 
This is an interesting and thorny 
question, both with technology 
and sans technology.  There’s a 
pretty sad history of debate 
among mediators and other third 
parties about credentials, 
accreditation, and competence, 
the upshot of which is that it is 
possible to hang out one’s 
shingle and declare competency 
as a mediator with no mandatory 
training or preparation.  If you 
work with court-referred systems 
or with other special venues, you may have to complete a 40-hour skills 
course, which may or may not be recognized in another venue, but a 
graduate degree in dispute resolution carries no more weight than a 40-hour 
course as far as formal credentialing goes. 
 
So, how does this relate to questions of mediator ethics?  In at least two 
ways, I think. 
 
First, it relates to how we ask ourselves the self-reflective question, “Am I 
competent to engage is this enterprise?”  Most of us recognize the need to 
engage in formal training, work with lead mediators, co-mediators, or 
mentors, and to work at maintaining currency regarding developments in the 
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world of dispute resolution.  But where do you go to become “competent” to 
use ODR technology?  Most training programs do not offer any ODR training, 
and most formal degree programs either don’t address ODR, or they address 
it in one semi-skills, semi-theory course.  The ethical imperative here is, I 
think, to search out ways to learn from those who have engaged in the use 
of ODR technology over a period of time, to devote time and energy to 
working with technology away from parties, and to do our best to really 
become competent.  In the broadest sense, most of the questions that we 
ask about the use of technology and the problems we raise in the use of 
technology are the same problems that we see and discuss in face-to-face 
environments – we just face them in new communication channels and with 
new ways of dealing with information. 
 
Second, there is an ethical element to the way we describe to potential 
parties in what areas we are “expert.”  We can use formal training and 
education as a measure of our expertise – “I have completed the NVMS 
mediator training,” or “I have a degree in dispute resolution from George 
Mason University.”  I’m not sure either would prove competence, but 
certainly either could be a publically declared element of competence.  We 
can use experience as a measure – “I’ve done a thousand mediations in the 
last year.”  Of course, we could have done a thousand mediations badly, but 
volume is some measure of competence.  We could use associations with 
acknowledged experts – “I’ve studied and worked with Mediator X, one of the 
masters of online dispute resolution.”  
 
Ultimately, mediator competency is tied closely to creation of trust – trust 
that the parties place in the mediator – and to a great degree trust is 
generated by the ability of the mediator to demonstrate knowledge.  So we 
come back to the ethical requirement that the mediator conscientiously 
engage in self-development related to the use of technology before 
presenting to the public a declaration of competency. 
 
 
[Note:  for this webinar, I will add some very brief notes to the 
following items, but I will not elaborate them in the webinar unless 
there are specific questions related to a particular issue.  I am 
working on a longer format article that will address the issue of 
technology and ethics that will address each more fully.] 
 
[Also note that, in all cases, any note about which organization does 
or does not include a specific standard is not to suggest that any of 
the organizations do not adhere to best ethical practices – it is just to 
say that the particular standard is not included as a major bullet 
point in their published standards at this time.] 
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Self-Determination relates to the 
parties’ ability to make decisions 
regarding resolution or settlement 
freely, and to maintain control of the 
content of the process. 
 
Again, the competence of the 
mediator and the communication 
with the parties regarding the use of 
technology is key to maintaining an 
ethical approach to practice. 
 
 
 
 
ACR is the only one of the six 
groups I’ve highlighted in this 
webinar to mention procedural 
flexibility.  This is a forward-looking 
standard, that may suggest that a 
fully competent mediator should 
develop technical expertise in order 
to be able to offer ODR technology 
to clients as a matter of course. 
 
 
 
 
 
 
 
This item is similar to the procedural 
flexibility item above – it is part of 
the AAA, ABA, and ACR standards, 
and is, again, forward looking. 
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All six organizations include 
advertising restrictions in their 
standards – this standard relates to 
not offering misleading information 
in advertising, and is affected by 
technology mostly in the explosion 
of channels in which presentations 
to the public can be made.  The 
format and content of Facebook, 
Twitter, and LinkedIn accounts has 
the potential offer “testimonials” and 
other material not generated by the 
mediator, and could be an issue in 
terms of veracity or impact on potential clients. 
 
 
 
 
Only Virginia includes this in its 
standards – probably easily taken 
care of in the creation of intake 
documents such as agreements to 
mediate, or in the composition of 
online opening statements. 
 
 
 
 
 
 
 
 
Again, this standard is included in 
the statement only by Virginia.  
Some interesting questions 
surrounding access to online 
systems may be raised in regard to 
this standard – are we equally able 
to offer pro bono services to 
economically disadvantaged clients, 
or elderly clients, etc.? 
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ACR, JAMS, and Texas include 
this standard in their statements. 
 
In the JAMS document, the 
standard reads, in part, “. . . a 
mediator should be aware of the 
potential need to withdraw from 
the case if a procedural or 
substantive unfairness appears 
to have undermined the integrity 
of the mediation process.”   
 
Withdrawal is an extreme action 
in any venue, but the question of withdrawal could, I think, come into play if 
parties choose to engage online and if subsequent interaction demonstrates 
clearly that one of the parties is irreparably disadvantaged by the use of 
technology. 
 
 
 
 
AAA, the ABA, ACR, and Texas 
mention conflict of interest in 
their standards. 
 
An interesting question here is 
whether a financial stake (like 
ownership of a platform, or 
investment in a service from a 
particular platform) could 
influence the recommendation of 
a particular platform, and 
whether that would constitute a 
conflict of interest?  We buy flip 
charts and we use flip charts to brainstorm in face-to-face sessions.  Is that 
the same as paying a yearly service fee to an online provider and pushing 
that platform to the clients as a good way to conduct sessions? 
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Only the AAA does not include 
this in their standards.   
 
This standard is interesting 
because of the sensitivity of the 
ABA to the unauthorized practice 
of law.  As one possible wrinkle 
introduced by technology, does 
the production of a merged set of 
bullet points into a draft text 
document by the mediator 
constitute the drafting of a 
contract?  Is that offering counsel?  Is that ethically forbidden? 
 
 
 
 
All of the organizations with the 
exception of JAMS has the issue 
of fees as a point in the 
standards statement. 
 
Should you charge less because 
the process is done without the 
use of physical meeting space 
and other overhead items?  
Should you charge more because 
you have to learn, use, and pay 
for the technology you use with 
the parties?  Should the use of 
technology not affect fees at all? 
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As a way to sum up the state of 
ethics and technology, I’d 
suggest that we are at our most 
“dangerous” as mediators – 
most likely to make mistakes 
and engage in inappropriate 
behavior – when we take for 
granted our own expertise.   
 
I’ve always thought that a 
healthy dose of insecurity is not 
a bad thing for a third party – 
questioning one’s initial 
impulses and probing to see if what you want to do or do by default is the 
right thing to do for the parties in a particular situation.  This is especially 
true when the use of ODR technology is involved. 
 
Technology assisted dispute resolution, be it mediation or some other form, 
is not just an analog of a face-to-face process.  There are changes in the 
nature of the interaction, and the skills needed to manage communication 
and information exchange, all of which may have an impact on the parties 
with whom we work.  Not harming the parties is what ethical standards are 
all about, so if we are going to use technology (which I think we all do to 
some degree) it is incumbent upon us as practitioners to understand what 
technology is out there, how to use it, how to explain it, and how to manage 
it. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


